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In this modern era, call centers have become an important element in
providing efficient and responsive customer service. One of the main
challenges faced by call centers is how to efficiently manage
customer call queues. This study aims to implement a queuing system
at PT Mulia Persada Indonesia's call center service by utilizing a
computer network, with the aim of increasing the efficiency and
effectiveness of customer service. This research also includes an
analysis of network security using a Virtual Private Network (VPN)
and point-to-Point Tunneling Protocol (PPTP) as a security method
for call center network connections. The results of the study show
that the use of PPTP in PT Mulia Persada Indonesia's network
security provides significant benefits. Call center employees can
connect to the corporate network through a secure connection, even
from an external location such as home. This access allows them to
access the queuing system and perform call center tasks effectively
without having to be in a physical office. Meanwhile, the
implementation of a queue system at PT Mulia Persada Indonesia's
call center service has had a positive impact, namely increasing
customer satisfaction. With an effective queuing system, customer

waiting time can be minimized and calls can be handled quickly.
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INTRODUCTION

VoIP (Voice Over Internet Protocol) is a server
that utilizes the Internet Protocol (IP) to provide voice
communications digitally (Syaifudin et al., 2022).
Analog voice received by an IP Phone in analog form
is converted to digital format and can be transmitted
over a network using the internet, so it does not pass
through an analog network like a conventional
telephone. VoIP refers to sending voice over the
internet protocol, or IP (Kusuma & Aditiyo N, 2020).

In a study entitled VoIP Communication
Services Using Raspberry PI and RASPBX at

Integrated Al-Insan Vocational High School, it was
found that with VoIP technology, communication in
areas connected to LAN networks can become easier
(Dwiyatno & Nugraheni, 2019). Another study entitled
Building an Asterisk-Based Voip Server by Enabling
VoIP as a Form of Optimizing Existing Intranet
Networks to Reduce Operational Expenses (Berlian,
2020). Based on the results of research entitled
Implementation of Linux-Based Voice Over Internet
Protocol (VoIP) (Studi Kasus Smk Negeri 03
Bengkulu), it can be stated that VoIP is an innovative
technology that utilizes the internet network as a
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medium for sending digital voice signals so that users
can interact with each other. In terms of waiting time
or delay when making voice calls, VoIP is superior to
WhatsApp. This can be seen from the delay difference
between VoIP and WhatsApp calls, which reaches 14
seconds. In addition, During Beta testing, all clients
can connect to the server and connect to each other so
that voice and video calls can run smoothly between
client 1 and client 2 (Muntahanah et al., 2020).

Development of Mobile Services and
Analysis of Quality of Service in SIP Protocol-Based
IPPBX At PT Melvar Lintasnusa, the result is that the
IPPBX system can be expanded, so it can be reached
via the internet using smartphone media. QoS analysis
shows that by optimizing the system using a priority
queue, the resulting delay is lower than VoIP without a
priority queue. In this case, the use of a priority queue
improves mobile service performance on IPPBX
because it is able to maintain voice quality and stability
(Ahmad & Budi Setiawan, 2020). Simple Queue for
User and Bandwidth Management on Hotspot
Networks Using Mikrotik, before implementing user
access  rights management and  bandwidth
configuration methods, the bandwidth quality obtained
by hotspot clients did not reach the expected standards
because there was no user management and fair
bandwidth allocation between hotspot users. By
implementing a simple queue, each client can get a
stable IP Address and bandwidth usage (Simpony,
2021). Designing a VPN Network Using the Point-to-
Point Tunneling Protocol Method proves that a VPN
using the PPTP method can be used as a solution to
support computer network infrastructure between the
head office in West Jakarta and branch offices in North
Jakarta. The tunneling process with PPTP provides
additional security by encrypting every data packet
sent (Supriyanto & Suharyanto, 2022).

VoIP server implementation in a call center
environment must pay attention to several crucial
aspects. First, there is the need to maintain network
security so that it is not vulnerable to DDoS attacks and
attempts to intercept communications. Second, the
system used must have sufficient scalability to
accommodate call center growth or larger call spikes.
Furthermore, it is important to ensure quality of service
(QoS) that meets the standards required for a good call
experience, including aspects such as low delay, data
packet loss, and jitter. Finally, proper security measures
must be implemented to protect the VoIP network from
DDoS attacks, spoofing, and unauthorized monitoring.
By paying attention to these factors, implementing a
VoIP server in a call center can run safely and provide
satisfactory service quality.

Therefore, in this study, researchers will
implement a queuing system in call center services
with the aim of increasing agent efficiency in handling
incoming complaints. In addition, researchers will also
create a PPTP VPN network to provide a secure
connection for employees, especially call center
agents, so they can work from anywhere and anytime.

-

This is important considering that call center services
operate 24 hours a day. The use of a PPTP VPN is
considered a good alternative to ensure secure access
to the office's internal network and protect against
potential eavesdropping and DDoS attacks.

RESEARCH METHOD

In conducting research at PT Mulia Persada
Indonesia, of course researchers need development in
terms of a call center service system that uses a queuing
system to provide functional convenience for the
telecommunication system at PT Mulia Persada
Indonesia.

In VoIP server services, a queue is a system that
allows users to effectively manage incoming and
outgoing call queues. This system allows users to set
call priorities in the queue, thereby increasing
efficiency and quality of service.

When a call comes in and cannot be answered,
it will go into the queue. The call queue is then handled
automatically by the available system or operator.
Operators can prioritize calls in the queue by call type,
call number, or call time order.

The recommended network development
method or strategy for implementing a queuing system
at PT Mulia Persada Indonesia's call center service is
to build a solid and reliable network infrastructure. This
is important to ensure the quality and stability of the
internet connection required for sending voice data
over the internet network.
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Source: (Researcher's Design)
Figure 1. PT Mulia Persada Indonesia's queue
network topology

A computer network is a telecommunications
system that can allow several computers to
communicate with each other and share data. Computer
networks connect several computers and other devices,
such as printers and switches, through intermediary
media. The intermediary media can be wired or
wireless (Astuti, 2018). Data or information will flow
from one computer to another or to other devices,

Y

Haryani, Choirunisa Igbar Qurota’aini, Cucu Ika Agustyaningrum, Artika Surniandari, Dedi Saputra 103



Paradigma,
Vol. 24, No. 1, September 2023
P-ISSN 1410-5063, E-ISSN: 2579-3500

enabling the exchange of data and the sharing of
resources between connected computers, such as disks,
applications, and so on (Primartha, 2019).

In computer networks, there are various types,
including LAN. A local network (LAN) is created in a
limited area, such as a single room, building, or internet
cafe, and is used for small networks that share
resources such as printers and storage media.
Generally, Ethernet technology is used in most LANs
(Primartha, 2019). A wide area network (WAN) has a
larger coverage area than a LAN, covering an area such
as an island, a country, or even a continent. WANSs use
public infrastructure such as telephone lines, undersea
cables, or satellites. WAN development usually
requires assistance from telecommunications operators
such as Telkom, CSM, or Lintas Artha. Components
used in WAN communication consist of transmission
cables and switching elements (Primartha, 2019).

A high-speed network that is larger than a
LAN but smaller than a WAN, such as a city or metro
area. Most MAN technologies use fiber optics as the
main infrastructure. To build a MAN network,
telecommunications operators are needed as service
providers (Primartha, 2019). WLAN, or wireless
network, is a computer network that uses wireless
technology such as Wi-Fi to connect devices. WLAN
is usually used in public areas such as airports, cafes,
or hotels (Ariq Pratama et al., 2019).

Open  System Interconnection  (OSI),
otherwise known as the OSI layer, has a network
structure consisting of seven different layers, which are
implemented via network protocols. The layers in the
OSI layer are designed to allow each data packet in a
network to pass through each layer sequentially so that
it can be properly connected (Prabowo et al., 2020).

VoIP is a communication technology that runs
over the internet network and can transmit data, voice,
and video. It should be noted that the security aspect of
using VoIP technology is very important because
confidential communication can occur, and data
flowing through the network does not rule out being
intercepted (Putra, 2021).

VPN is a technology that provides facilities
for users to access networks from outside via the
internet. With a VPN, users can reach assets available
in the network and get the same access rights and
settings as if they were physically in the network
location. Data security and confidentiality in
transmission over the internet are important priorities
when using a VPN, so features such as encryption and
tunneling are always included in the VPN (Dewi et al.,
2020).

IPPBX is a PBX system that implements
Internet Protocol (IP) technology to connect telephone
communications. The IPPBX system is designed as a
sophisticated communication network concept and is
capable of integrating various types of networks, such
as fixed telephone networks (PSTN) with cable
connections, mobile networks (GSM/CDMA), satellite
networks, cordless networks (DECT), and Internet-

based networks. Internet Protocol packages By
utilizing IPPBX, all types of networks can be
connected, making it easier for users to make telephone
communications (Anggraini et al., 2020).

Queue is a virtual waiting room; customers
wait in line to talk to available agents. Once the
subscriber calls the PBX and reaches the queue, it hears
waiting music and instructions, while the queue sends
the call to currently incoming and available agents.
Various configuration options on queues can help
control how incoming calls are routed to agents and
what customers hear and do while waiting in
queues(Yeastar, 2023).

PPTP is a network protocol used to secure data
transfer from remote clients to private servers by
forming a virtual private network (VPN) via the
TCP/IP protocol. The PPTP protocol has the ability to
convert PPP packets into IP datagrams so that they can
be transmitted over the internet. This protocol,
originally developed by Microsoft and Cisco, is the
result of the development of the point-to-point remote
access protocol issued by the Internet Engineering Task
Force (IETF) (Pamungkas, 2019).

RESULTS AND DISCUSSION
1. Proposed Network

After conducting an analysis of the network
system at PT Mulia Persada Indonesia, the researcher
recommends making several changes to overcome
existing problems. One of the proposals is to add PPTP
VPN security. By using PPTP VPN, employees who
are working from home can carry out their duties
properly, while companies do not need to worry about
the security of their office network.

In addition, researchers also propose the
implementation of a more efficient queuing system to
reduce inbound call queues at PT Mulia Persada
Indonesia. This aims to shorten customer waiting times
and improve service efficiency. By implementing these
suggestions, it is hoped that PT Mulia Persada
Indonesia's network system can run better and provide
a better experience for users.

The recommended network topology proposal
is to use a tree-based topology that has similarities with
the existing network structure. One of the suggested
changes is the addition of network security by
implementing a PPTP VPN. With a PPTP VPN,
employees working from home can securely connect to
the company network, so they can carry out their tasks
effectively. In addition, the PPTP VPN implementation
also provides protection for the security of PT Mulia
Persada Indonesia's office network. Furthermore,
researchers also suggest implementing a more efficient
queuing system to reduce call queues (inbound) at PT
Mulia Persada Indonesia. The purpose of this
implementation is to reduce customer waiting time and
increase the efficiency of the services provided by the
call center.

Queue System Implementation at PT. Mulia Persada Indonesia Call Center Services
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Source: (Researcher's Design)
Figure 2. PT Mulia Persada Indonesia's queue
network topology

In order to update the current network
scheme, researchers recommend adding security
through the implementation of a PPTP VPN. This step
aims to make it easier for employees working from
home to connect securely to the company network, so
they can carry out their tasks effectively. In addition,
the implementation of PPTP VPN will also provide
protection for the security of PT Mulia Persada
Indonesia's office network. Furthermore, researchers
also suggest implementing a more efficient queuing
system to reduce call queues (inbound) at PT Mulia
Persada Indonesia. The goal is to reduce customer
waiting time and improve the efficiency of the services
provided.

In this proposed network system security,
PPTP VPN is used as a protection method. By
implementing a PPTP VPN, users can secure data
transfers between remote clients and private servers, so
that sensitive customer information remains protected
from security threats and enables PT Mulia Persada
Indonesia call center employees who work from
external locations, such as from home, to remain
connected to the network company via a secure
connection. This allows them to access the queuing
system and carry out call center tasks effectively
without having to be in the office.

2. Application Design

In this chapter, we will explain the design of
VolIP network applications designed by researchers to
make communication more optimal. This application
design will cover various configurations on routers and
PBX servers that can make network communication
easier and more effective. Log in to the proxy using the
Winbox software, then make PPTP VPN settings as
follows:

Open the PPP menu > PPTP Server >, then check the
“"enable” section > OK.

risfoce | PPPOESenes Secrets

Max MTU: 1450
Max MRU: [1450
MRRU -
Kespaive Tmecus: 30 -
Defauit Profe: defauit-encysion
Adhertication: Vimschap? [ mschapl
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4
Ttemouof 8

[ol=]

Figure 3. Mikrotik login and PTP VPN settings
Open it on the IP menu > Pool > Plus > Fill in
the name and address according to the desired network
> OK. The function of this IP pool is to create a DHCP
IP on the PPTP VPN, which will later be created.

Figure 4. Configuring the IP Pool

Open the PPP menu above. Plus > Profiles >
Plus > Fill in the name as freely as you wish. Local
Address is the IP Gateway for VPN, while Remote
Address is the IP User VPN. Select the IP pool that was
created earlier. Enter the DNS server, and finally, on

P I | Arp
— IP Pool < VPN Server Caca>
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T Routng 1 Adresses Pools | Used Addresses | 4 Name: [ VPN Server Caca

System Cloud [ 7 Addresses: [192.168.61 10119216861 &
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i Fes DHCP Relay ~ VPN Server Caca

Log DHCP Server Commert
.
&7 RADIUS NS =
#. Todls Firewall
5 New Teminal Hotspot Remove
@ DatlX Psec
#3 Partition Kid Cortral
p" Make Supout sif Meighbors 2
@ New WinBox Packing
g
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the Limits tab, select Only One = Yes.
PPP Profile <VPN Server Caca
eface  PPPOE Semers Secrets Profles | Active Comnections  L2TP Secrsts | General  Protocols Olimits  Gueve  Scrpts
= e : LECRIVPN Server Caca R Cancel
Name Local Address | Remote Address | Bidge Rate Limi... | Local Address: | 192.16861.100 3 [#] 4 | Aoply ‘
I Remote Address: | VPN Server Caca 4 | % Al
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1O VPN ServerCaca  192.16861.100 VPN ServerCa B
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idge Leaming: | defautt ¥
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Address List S
Interface List v
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Figure 5. Configuring PPP profiles

Still on the PPP menu > Secrets > Plus > fill
in the desired name and password (for users who log in
to access the PPTP VPN), select PPTP on the Service
menu, and select the profile that was created earlier on
the Profile menu. Configuration has been completed
and can be immediately tried to login to PPTP VVPN.
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Figure 6. Configuring PPP with PPP
3. Network Management

Network management on the use of PPTP
VPN for WFH employee access is very important to
ensure optimal network performance and maintained
data security. Some things that need to be considered
in network management include:

a PPTP VPN configuration, administrators must
pay attention to the appropriate configuration and
as needed on their VPN network for smooth
access to the server.

b Monitoring the queue system at the call center
needs to pay attention to the effectiveness of
agents in receiving calls so that no complaints are
missed and monitor the network regularly to
detect network problems.

4. Network Testing

In the early stages of network testing, the
focus is on the office call center system, which is
accessed through the internal network using a
computer or laptop by the agent on duty. To get started,
agents need to log in to a computer or laptop at the
office using the account that has been provided. After
successfully logging in, the agent can open the
softphone application that has been installed on the
computer or laptop.

With the softphone application open, agents
are ready to receive incoming calls. When there is a
telephone call, agents can immediately respond and
interact with customers through the softphone
application used.

Please sign in to the SIP account that has been
issued by the admin for each agent on the MicroSIP
screen that appears. The following details should be
entered in the relevant columns:

a. "Account Name" field: Enter
identification name.

b. Columns "SIP Server" and "domain": Fill in the
call center server IP address.

c. "Username" and "Login" fields: Use the SIP
extension account and password provided by the
admin.

d. Once successful, you will see an "online" status
in the column below MicroSIP.

the desired

Account
AccountName  Tes Call Center
SIP Server  103.53.193.156 2

SIP Proxy 2

Username® 5863 .
Domain® 103.53.193.156 2
Login 5863 2

& MicroSIP - T. (u] —_—
Phone Logs  Contacts hd
DisplayNeme 2
Voicemail Number 2
Dialing Prefix 2
Dial Plan 2

(tide Caller ID

Media Encryption  Disabled vl 2

IS
;

o o v N

# OV O W

Transport  UDP

Public Address | Auto |

& call Register Refresh 300 Keep-alive 15

() Publish Presence 2
() Allow IP Rewrite 2
Oice

(D) Disable Session Timers 2

[T

DND AC AA CONF REC

x Save Cancel

8 Online 5863

Figure 7. Logging into a SIP account on MicroSIP

ncoming Call X p

O MicroSIP-T..  — O X |
|
Phone Logs  Contacts bud
MPIPusat
+622131131890@103.53.193.156
MP Indonesia 1 24sc 3oer
To: 5863@192.168.2.1
4o 5 6
A e 7 7R 87 9
Answer Dedline * 0 #
R + 5
O call &
<| -
8= +
DND AA CONF REC
W Ringing (156.193.53.103.mcs.co. 5863

Figure 8. The agent is receiving a call (inbound)

@& Micros T — o
Phone Logs Contacts -
+622131131890
1 2 asc 3o=r
4= 5 s 6
7= 8 Q vz
* o #
< — C
« I |
< - HEE =
L ! o
DND AA CONF REC
&> Connected 0:20 5863

Figure 9. Screen display if connected, and agents can
start communicating with customers
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Figure 10. Display customers when they want

Talk to the agent, of course, then the agent can
select button number 1, enter the extension number of

the  destination agent, and press OK.
@ Microsip - _ ; | Incoming Call X
Phone Logs  Contacts |
MPIPusat
+622131131890@103.53.193.156
1 2 3 CEF MP Indonesia
To: 5865@192.168.2.1
4 5 6
70 8 9
* 0 # Answer Dedine
R + C
Call &=

P

DND AA CONF REC

A Ringing (156.193.53.103.mcs.co. 5865

Figure 11. The display shows that the agent is in
standby status and is ready to receive calls.

Final network testing is focused on verifying
the capability of the call center system to be accessed
via a connection line from an external network using a
PPTP VPN. The first step that needs to be done is that
the agent must login to their respective PPTP VPN
account provided by the administrator, with the
following steps:

On a laptop or computer, open settings >
Network & Internet > VPN > Add VPN.

Network & internet > VPN

VPN connections

o) E

Figure 12. PPTP VPN account login

Next, complete the following data according
to the user provided by the admin: To access PPTP,
enter the VPN name identification in the "connection
name" column on the agent's laptop or PC, then enter
the office Router Server IP address in the "server name
or address" column. Select the VPN type as PPTP and
enter the username and password provided by the
admin. After that, save the settings.

These changes will take effect the next time you connect.
Connection name

Call Center Support

Server name or address

103.53.193.156

VPN type

Point to Point Tunneling Protocol (PPTP)

Type of sign-in info

Username and password

Username (optional)

cacal

Password (optional)

Remember my sign-in info

Figure 13. Doing PPTP access login

Disconnect Vv

Figure 14. Status Connected when Connecting

To log into each agent's individual SIP
account, use the information provided. In the following
MicroSIP display, fill in the "Account Name" column
with the identification name, "SIP Server" and
"domain™ with the Call Center Server IP address, and
"username™ and "login" with the SIP account extension
and password provided by the admin. If successful, you
will see an "online" status in the column below
MicroSIP.
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AccountName  Tes Call Center
SIP Server  103.53.193.156

SIP Proxy

Username ® 5863

Domain* 103.53.193.156

Logn 5863
© 5 Password *TeTeeees
Phone Logs  Contacts v
Display Name
Voicemail Number
1 & 3
Dialing Prefix
4 5 6 Dial Plan
7 8 9 ([vide Caller D
Media Encryption  Disabled
. 0 #
Transport UDP
n . ~
¥ Public Address | Auto
Register Refresh 300 Keep-Alive 15
() Publish Presence
* () Allow IP Rewrite
] Oice
() Disable Session Timers
DND AC AA CONF REC
Save Cancel
@ Online 5863

Figure 15. Display of successful login and visible
online status in the column below MicroSIP
AL A e

MW 4 0 e g (st s Renl

W2 10EN

o Pt I 22 W00

Figure 16. Phone Cail Log Records
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CONCLUSION

After conducting research on PT Mulia Persada
Indonesia and analyzing its network security system by
adopting PPTP VPN and implementing a queuing
system for call center services, researchers concluded
that the use of PPTP in PT Mulia Persada Indonesia's
network security provides significant benefits. Call
center employees can connect to the corporate network
through a secure connection, even from an external
location such as home.

This access allows them to access the queuing
system and carry out call center tasks effectively
without having to be in a physical office. With an
effective queuing system, call centers can provide a
better customer experience with short waiting times
and fast call handling. This has an impact on increasing
customer satisfaction and the positive image of the
company.
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